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I.    Introduction 

With white collar prosecutions generally on the 
decline, one area is on the Justice Department’s hot but-
ton list: theft of trade secrets. The perceived diversion of 
American innovation fits right in with the administra-
tion’s interests and political aspirations. The result: the 
revival of the Economic Espionage Act (“the Act”). 

The Economic Espionage Act, enacted in 1996, crimi-
nalized the theft of trade secrets. For more than a decade 
after passage, prosecutions were exceedingly rare; federal 
prosecutors brought a mere 96 cases from 1996 to 2009.1 
During the Obama administration, the number of prose-
cutions continued to gradually creep upward until sudden-
ly skyrocketing in 2017.2 The reason for this sudden flurry 
of activity? A renewed interest by the current administra-
tion in “coordinating and developing the United States’ 
overall intellectual property enforcement policy and strat-
egy … to ensure effective intellectual property protection 
and enforcement, domestically and abroad.”3 

To that end, the Economic Espionage Act was extended 
in 2016 to include the Defend Trade Secrets Act (“DTSA”), 
which created a federal private civil right of action for trade 
secret misappropriation and increased penalties for corpo-

rations convicted of trade secret theft.4 The statute also 
included a requirement that the attorney general, in consul-
tation with other agencies, submit to Congress a report on 
the “scope and breadth of trade secret theft affecting U.S. 
companies occurring outside the United States.”5 

And in November 2018, the Trump administration 
announced the “China Initiative,” an unequivocal 
Department of Justice (“DOJ”) directive to “redouble 
[its] efforts” to prevent China-related trade secret theft.6 
Assistant Attorney General Brian A. Benczkowsi prom-
ised to bring “every necessary resource to bear” to 
“counter Chinese economic aggression.”7 The DOJ’s 
broad view that “[e]very day, the Chinese engage in 
efforts to steal American trade secrets and commit other 
illegal acts intended to enrich their economy at the 
expense of American businesses” explains its renewed 
deployment of the Economic Espionage Act.8 

All these initiatives, policies and statutes, aimed at 
reducing theft of trade secrets domestically and interna-
tionally, mean that white collar practitioners should have 
a clear understanding of the Economic Espionage Act 
and its applications. This article will examine (1) defini-
tions and elements under the Act; (2) possible defenses; 
(3) parallel civil proceedings under the Trade Secrets Act; 
(4) the China Initiative; and (5) recent case examples. 

 

II.   Breakdown of the  
Economic Espionage Act  
The Economic Espionage Act9 contains two provisions 

— 18 U.S.C. § 1831 and § 1832 — criminalizing the theft 
of trade secrets. Section 1831 addresses economic or indus-
trial espionage and requires that the theft benefit a foreign 
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entity. Section 1832 concerns the com-
mercial theft or misappropriation of trade 
secrets. Individual offenders face up to 15 
years of imprisonment for economic espi-
onage and up to 10 years for trade secret 
theft. The penalties carry steep fines as 
well, particularly for organizations.  

 
        A.    Misappropriation  

of Trade Secrets 
To establish a violation of § 1832, the 

government must prove that (1) the 
defendant obtained, destroyed or con-
veyed information without authorization; 
(2) the defendant knew the information 
was proprietary; (3) the information was a 
trade secret; (4) the defendant intended to 
convert the trade secret to the economic 
benefit of someone other than the owner; 
(5) the defendant knew or intended that 
the owner would be injured; and (6) the 
trade secret was related to or included in a 
product produced or placed in interstate 
or foreign commerce.10 

 
           Trade Secret 

It is critical to first understand the 
definition of a “trade secret” in this con-
text. Broadly speaking, a trade secret is 
(1) information that is nonpublic; (2) 
which the owner has taken reasonable 
measures to protect; and (3) the infor-
mation derives independent economic 
value from not being publicly known.11 

While trade secrets are defined as “all 
forms and types of … information,”12 the 
information must be unknown to out-
siders because the owner took measures to 
keep the information confidential. As 
such, generalized knowledge or standard 
industry practices will not — on their 
own — qualify. Indeed, the legislative his-
tory of the Economic Espionage Act 
advises that, “[w]hile we do not strictly 
impose a novelty or inventiveness require-
ment in order for material to be consid-
ered a trade secret, looking at the novelty 
or uniqueness of a piece of information or 
knowledge should inform courts in deter-
mining whether something is a matter of 
general knowledge, skill or experience.”13 

Additionally, to qualify as a trade 
secret, the owner of the information 
must take “reasonable measures” to keep 
the information secret.14 Examples of 
such reasonable measures include the 
following: 

 
v    nondisclosure and confidentiality 

agreements for both employees  
and contractors15 

 

v    installation of monitoring software 
on employees’ computers in order  
to track employee usage and actions16 

v    coded product labels17 

 
v    password-protected databases  

and documents18 

 
v    limited distribution19 and 

disclosure practices20 

 
v    physical barriers (e.g., fencing, 

locking gates, and security guards)21 

 
v    marking documents as 

confidential22  
 

Even if a company uses reasonable 
measures to secure a trade secret, that 
very same company may easily forfeit 
trade secret protection with sloppy elec-
tronic storage practices. In one Florida 
case, Yellowfin, a manufacturer of high-
end fishing boats, limited its employees’ 
access to information and used password-
protection on all company computers.23 
However, these “positive steps” towards 
securing trade secret information were 
fatally compromised when Yellowfin 
encouraged an employee to keep cus-
tomer information on the employee’s 
personal phone and computer.24  

In another civil case, a Pennsylvania 
court held that GEICO did not take rea-
sonable measures to protect its trade 
secrets — here, “claims data, numbers, 
and values” — when GEICO used that 
very same information to support a 
notice of removal.25 The notice was pub-
licly filed because GEICO failed to file a 
motion to seal, as required. Perhaps most 
egregiously, GEICO did not abide by the 
requirements of its own Protective 
Order: GEICO filed the motion without 
stamping the document “confidential.”26  

Finally, information qualifies for 
trade secret protection if “the information 
derives independent economic value, actu-
al or potential, from not being generally 
known.”27 The value can be established by 
showing what the trade secret could be 
sold for in the open market (or what com-
petitors would be willing to pay).28  

 
           Mens Rea 

The government must further prove 
that the defendant knew, or was substan-
tially certain, that he or she stole, down-
loaded or received a trade secret.29 The 
legislative history suggests the govern-
ment would not have to prove the defen-
dant knew of the statutory definition of 
a trade secret before engaging in the 
alleged act of misappropriation. Rather, 
the knowledge element is directed at 
obtaining information the defendant 
knew or should have known to be pro-
prietary and economically valuable.30 

           Economic Benefit of Another 
What if the defendant obtained a 

trade secret for reference or educational 
purposes only, but never intended to eco-
nomically benefit another? That is what 
happened in United States v. Shiah, a case 
in the Central District of California.31 
There, a defendant (albeit, in a bench 
trial) was acquitted of trade secret theft 
on the asserted ground that he only had 
the information for reference purposes. 
While the government claimed that Mr. 
Shiah stole trade secrets in order to “line 
his own pockets,” the court rejected this 
argument, reasoning that Mr. Shiah never 
used the information while working for a 
new company.32 Thus, the completed 
crime necessitates that someone else is 
the intended beneficiary for trade secret 
theft. Notably, an actual economic benefit 
does not need be proven; a mere intent to 
provide an economic benefit will suffice.  

 
           Intent to Injure 

A violation of § 1832 includes an 
intent to injure the owner of the trade 
secret. This means the government must 
prove the defendant “knew or was aware 
to a practical certainty that his conduct 
would cause some disadvantage to the 
rightful owner.”33 Yet proof of an actual 
injury is not required.  

 
           Stole, Copied, or Received 

Stealing a trade secret is only one 
method by which someone can be found 
guilty of trade secret theft. The 
Economic Espionage Act includes other 
prohibited conduct: destroying, altering, 
replicating, or receiving. Each of these 
actions, combined with the other ele-
ments, can result in criminal charges 
and possible conviction. Because it is 
rare that an alleged thief would obtain 
exclusive access to a particular trade 
secret, the statute provides for these 
alternative means of proving theft.  

 
        B.     Industrial or  

Economic Espionage 
A breach of § 1831 of the Economic 

Espionage Act requires the government 
to prove that (1) the defendant obtained, 
destroyed or conveyed information 
without the authorization of the trade 
secret’s owner; (2) the defendant knew 
that this information was proprietary; 
(3) the information was a trade secret; 
and (4) the defendant knew that stealing 
the information would benefit — or was 
intended to benefit — a foreign govern-
ment, instrumentality, or agent.34 This 
last element, unique to economic espi-
onage, requires a substantial connection 
to a foreign government.35 The foreign 
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agent definition similarly requires a 
nexus to the foreign government.  

A key distinction between § 1831 
and § 1832 is the defendant’s state of 
mind.36 Someone commits economic 
espionage if they know a foreign entity 
could benefit from the disclosure of the 
trade secret. This “benefit” is not limited 
to financial gain; “reputational, strategic, 
or tactical” advantages are also consid-
ered benefits. Conversely, misappropria-
tion of trade secrets (§ 1832) requires a 
specific intent to financially benefit 
someone other than the owner and an 
intent to injure the trade secret’s owner.37  

Ultimately, while misappropriation 
requires the secret to be produced or 
placed in interstate or foreign com-
merce, economic espionage does not 
have a similar commerce component. 
Simply put, economic espionage refers 
to any U.S. trade secret.  

 

III. Defending a  
Trade Secrets Case  
With these elements in mind, it 

might seem dubious as to how one 
might defend a case with facts that, on 
the surface, appear to meet all the requi-
site elements. As with most white collar 
cases, the gems lie in the granular details, 
and the mens rea requirement opens up 
a possible line of defense. 

 
        A.    Not a Trade Secret 

As tempting as it may be to cate-
gorize a particular recipe, customer 
list, formula or strategy as a trade 
secret just because it lies within the 
password-protected computers of a 
Silicon Valley campus, not every cor-
porate development is a trade secret. 
Courts have previously declined to 
extend trade secret protection — in 
some instances — to the following: 

 
v    improvements to  

fortune telling cards38 

 
v    job description and  

job requirements39 

 
v    textbooks40 

 
v    macaroni and cheese41 

 
v    patented inventions42 

 
v    product functionality43 

 
When evaluating potential trade 

secret classifications, it is critical to 
remember that the definition of a trade 
secret does not include general knowl-

edge, skills, or abilities. One cannot under-
mine the intellect and personal abilities of 
individuals who set off to a competitor 
and develop a competing product based 
on their own talents coupled with gener-
alized knowledge. This is an area ripe for 
investigation, exploration, and research. 

 
        B.    Owner Did Not Sufficiently 

Protect the Secret 
Another defensive strategy that can 

chip away at the trade secret element is 
the argument that the information was 
publicly known, or at least accessible to 
the public. Defense counsel should spend 
time investigating whether the informa-
tion at issue was available through tech-
nical journals, external publications, gov-
ernment-issued protocols and standards, 
or otherwise known to industry (rather 
than company) insiders. 

The revelation that any low-level 
employee in a large company had access 
to the alleged trade secret can overcome 
a finding that the company took meas-
ures to keep the information under 
wraps. It may be worth the effort to 
inquire into precisely which employees 
at a given company could access the 
allegedly proprietary materials.  

Surprisingly, a trade secret can lose 
its protected status if someone discloses it 
through legal filings — either through 
prior litigation or during the issuance of a 
patent — or through accidental or inten-
tional disclosure by employees at confer-
ences, trade shows, industry publications, 
or other writings.44 Defense counsel will 
likely need to hire expert witnesses to 
interpret complicated data and reports in 
anticipation of what may come down to a 
battle of the experts. Differing expert 
opinions may be just enough to create 
reasonable doubt in a juror’s mind.  

Aside from having an expert wit-
ness, to further negate the allegation of 
a proprietary nature, defense counsel 
should review patent applications, 
industry journals, and industry 
tradeshow presentations to uncover 
whether purported “trade secrets” are 
really just a work-product compilation 
of publicly available information. This 
is admittedly tedious work, but locat-
ing the supposed trade secret in the 
public domain may significantly turn 
the tide for the client. 

 
        C.     Traditional Civil  

Action Defenses 
When defending against claims of 

trade secret theft, the criminal defendant 
should explore two traditional civil defens-
es: reverse engineering and parallel devel-
opment. Reverse engineering refers to the 

practice of “starting with the known prod-
uct and working backward to divine the 
process which aided in its development.”45 
Similarly, parallel development is the use 
of “skills, knowledge and experience to 
solve a problem or invent a product that 
they know someone else is working on.”46 

Both affirmative defenses address 
the misappropriation element of trade 
secret theft. Misappropriation requires 
obtaining the information through 
“improper means,” and improper 
means does not include “reverse engi-
neering, independent derivation, or any 
other lawful means of acquisition.”47 
While the Act does “not expressly 
address when reverse engineering 
would be a valid defense,” the legislative 
history suggests that prosecutions for 
trade secret theft should “focus on 
whether the accused has committed 
one of the prohibited acts.”48 

 
         D.     No Intent to Benefit  

Another or Injure the Owner 
As discussed above in Shiah, one 

possible defense to defeat the “benefit” 
element is that the accused did not 
intend to benefit a third party or 
injure the owner. A defendant may 
gain some real traction by arguing that 
the materials were obtained for an 
innocuous purpose such as personal 
education or development, for poster-
ity, or some other reason that does not 
implicate an economic benefit to 
another (at least for § 1832). 

 
          E.      Defendant Did Not 

Intentionally Misappropriate 
Trade Secrets 

The language of § 1832 necessarily 
incorporates the common law doctrine 
of conversion.49 At common law, conver-
sion is a willful act that deprives the 
rightful owner the use and possession of 
the property.50 By requiring the govern-
ment to prove that the defendant acted 
with the intent to steal, or convert, and 
further requiring the defendant to injure 
the trade secret’s owner, § 1832 ostensi-
bly prevents prosecution for inadvertent 
acquisition of trade secrets.51 

 
IV.  The Defend  

Trade Secrets Act 
Before the passage of the Defend 

Trade Secrets Act, civil trade secret misap-
propriation claims were generally con-
fined to state courts. While 48 states 
adopted different versions of the Uniform 
Trade Secrets Act (“UTSA”), the interpre-
tations of key statutory provisions dif-
fered.52 A March 2016 Senate Judiciary 
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Committee report observed that 
“(a)lthough the differences between State 
laws and the UTSA are generally relatively 
minor, they can prove case-dispositive.”53  

For example, the Uniform Trade 
Secrets Act defines misappropriation as 
the “acquisition … by a person who 
knows … that the trade secret was 
acquired by improper means” or “use of 
a trade secret … by a person who … used 
improper means to acquire knowledge 
… or … knew … that his knowledge … 
was … through a person who … utilized 
improper means.”54 However, the UTSA 
does not define “improper means”; the 
UTSA merely states that “’[i]mproper 
means includes theft, bribery, misrepre-
sentation, breach or espionage.”55 

The Defend Trade Secrets Act cor-
rected this uncertainty because it creat-
ed a uniform standard for trade secret 
misappropriation by expanding the 
Economic Espionage Act to provide a 
federal civil remedy for trade secret 
misappropriation. The creation of this 
federal cause of action effectively 
allows companies to litigate theft of 
trade secret issues twice. An owner of a 
trade secret can now bring a civil feder-
al action alleging misappropriation of 
trade secrets against the same defen-
dant(s) as in a state case. Moreover, the 
trade secrets protected by the Defend 
Trade Secrets Act are the same ones 
subject to criminal prosecution.56  

Under the Economic Espionage Act, 
companies did not have a robust set of 
pretrial civil remedies; the only way to 
address theft was the provision allowing 
courts to issue protective orders.57 The 
Defense of Trade Secrets Act significant-
ly expanded the types of pretrial and 
post-trial remedies available to compa-
nies. In addition to protective orders, 
remedies include injunctive relief, dam-
ages, and ex parte property seizures.58 
While intended to offer substantial pro-
tection to trade secret owners, the civil 
remedies often do so at the expense of 
the defendants. For example, the ex parte 
seizure provision permits a company to 
petition the court — without notice — 
to order federal law enforcement to seize 
property to prevent the circulation or 
distribution of alleged trade secrets.59 

V.   China Initiative 
The Trump administration’s trade 

war with China continues to escalate,60 
at least in part due to the perceived 
theft of trade secrets. American offi-
cials allege that China’s rapidly 
expanding tech market is a result of 
the theft of American innovation,61 
and it is this theft that has galvanized 
the administration to push tougher 
sanctions in the form of tariffs. In 
September 2018, the administration 
imposed tariffs — affecting approxi-
mately $200 billion worth of goods — 
citing China’s refusal to eliminate poli-
cies and practices62 that unfairly dis-
criminate against U.S. products.63 And 
in May 2019, the administration 

announced an intention to increase 
tariffs on $200 billion of Chinese 
goods from 10 percent to 25 percent as 
a rebuke to unfair trade practices.64 

In an April 2019 speech, Deputy 
Assistant Attorney General Adam 
Hickey stated that China used “vague 
and discretionary administrative 
approval processes” to pressure 
American businesses to transfer  
technology as a prerequisite to join  
the lucrative Chinese market.65 It is  
the administration’s position that 
these market access restrictions and 
technology transfer requirements  
prevent U.S.-based companies from 
fairly competing within China.66 In 
response to these mounting concerns, 
the DOJ launched the China Initiative 
in late 2018.67  

The China Initiative, building 
upon the previous administration’s 
attempts to combat China’s “economic 
aggression,”68 prioritizes the investiga-
tion and prosecution of economic 
espionage cases with ties to China. The 
DOJ explained that the initiative will 
— in addition to identifying and pros-
ecuting trade secret theft and econom-
ic espionage — increase efforts to pro-
tect U.S. infrastructure against “for-
eign direct investment, supply chain 
threats and the foreign agents” who 
have failed to register as such.69 
Moreover, the Trump administration 
has invested heavily in local initiatives 
intended to thwart trade secret misap-

propriation and economic espionage 
at the ground level. This multifactored 
approach is considered experimental,70 
and it represents a shift in federal 
treatment of economic espionage.  

Before formally announcing the 
China Initiative, the administration 
considered numerous other methods 
to curb the flow of American informa-
tion to China. Some of these measures 
included the restriction of visas for 
students in STEM (science, technolo-
gy, engineering, and mathematics) 
fields, increased official scrutiny of 
China-backed research in the United 
States, and banning certain Chinese 
companies from utilizing 5G networks 
in the United States.71 

Remarkably, U.S.-based compa-
nies have generally responded positive-
ly to the China Initiative. Companies 
themselves are typically reticent to 
directly criticize China because of con-
cerns regarding economic blowback 
from Chinese regulators.72 As such, 
many businesses have traditionally 
articulated concerns or criticisms via 
trade industry groups,73 a move that 
lacks the bite of federal prosecution. 

 

VI. Corporate Trends  
and Increased Trade 
Secret Prosecutions  

 
        A.    Shifting Attitudes  

in Silicon Valley 
Silicon Valley’s historically fraught 

relationship with the government has 
inspired countless lawsuits. Google 
notoriously refused to comply with a 
subpoena for user data in relation to 
the Child Online Protection Act,74 
Microsoft rebuffed requests for infor-
mation related to international drug 
smuggling,75 and Facebook rejected a 
defense subpoena in a murder case.76 
While tech companies remain decid-
edly chilly towards law enforcement — 
as Google, Amazon, and Microsoft 
employees’ recent refusal to work on 
Department of Defense projects77 
demonstrates — interest in retaining 
market shares and reducing foreign 
competition may be taking priority in 
the trade secret context.  

Working with federal law enforce-
ment has exposed a real benefit for 
companies: criminal investigations 
offer yet another cudgel against com-
petitors. In fact, after refusing to work 
with the government for decades, com-
panies have begun approaching law 
enforcement with information or 
referring cases regarding misappropri-
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The revelation that any low-level employee 
had access to the alleged trade secret can 
overcome a finding that the company took 
measures to keep the information under wraps. 
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ation in efforts to inspire criminal 
investigation and prosecution.78 

 
        B.     Increased Indictments 

And the feds are eating it up.  
In February 2019, the Trump 

administration released the Annual 
Intellectual Property Report to 
Congress (“AIPRC”).79 The report 
explores intellectual property rights 
(“IPR”). According to the report, at the 
end of 2018, the FBI had 195 pending 
IPR investigations.80 The largest num-
ber of investigations — 67 — dealt with 
the theft of trade secrets. Further, the 
FBI reported that it initiated “54 new 
investigations, made 22 arrests, 
obtained 12 convictions, forfeitures 
totaling $3,176,949, and restitutions 
totaling $64,549,217.”81 As previously 
discussed, the number of prosecutions 
under the Economic Espionage Act 
remained nearly non-existent for more 
than a decade after its passage.  

When companies begin internal 
investigations — particularly with the 
goal of eventual legal action — law 
enforcement has an opportunity to 
piggyback on those efforts.82 Further, if 
civil litigation is underway, law 
enforcement can more easily access 
vital documents. These cost-saving 
strategies make it that much more 
appealing for the government to prior-
itize trade secret prosecutions.83 After 
all, law enforcement, including the FBI, 
“does not have the resources to investi-
gate every case of trade secret theft.”84  

Thus, it is not surprising that this 
wave of recent federal trade secret theft 
prosecutions coincides with a significant 
increase in civil trade secret theft claims 
filed in federal court.85  

 
        C.     Decreased Employee 

Mobility 
More than 1,100 civil trade secret 

misappropriation suits were filed in 
2017,86 and most of these suits were 
directed at employees who defected to 
other companies.87 Companies may 
argue these lawsuits are necessary for 
protection of valuable assets. However, 
in present times, these suits carry an 
implicit threat of criminal prosecution. 88 
Through litigation — or at least its 
implication — companies increase the 
stakes for an employee considering leav-
ing for a competitor.  

Trade secret suits thus function as a 
sort of noncompete clause.89 In fact, 
these claims are potentially preferable to 
traditional noncompete clauses because 
the latter are illegal in some states, or at 
least subject to significant limitations.90 

As an added bonus for companies, this 
type of litigation protects business inter-
ests and warns would-be defectors of the 
cost of leaving.  

 

VII.Case Studies  

        A. Prosecutions Following  
Civil Actions 

           DRAM Trade Secrets  
Allegedly Stolen from Micron 
In late 2018, a grand jury indicted 

United Microelectronics Corporation 
(“UMC”), Taiwan’s first semiconductor 
company, Fujian Jinhua Integrated 
Circuit Company (“Jinhua”), a state-
backed memory chip maker, and three 
Taiwan nationals for allegedly stealing 
trade secrets related to dynamic random 
access memory (“DRAM”) from 
Micron, an Idaho-based semiconductor 
company.91 The indictment followed a 
civil lawsuit filed by Micron in 2017 
alleging misappropriation of its trade 
secrets under the Defend Trade Secrets 
Act, among other claims.92 

This was the first case indicted 
under the China Initiative.93 The govern-
ment alleged that the theft of Micron’s 
trade secrets was intended to benefit the 
People’s Republic of China (“PRC”), as 
Jinhua is a state-owned enterprise that 

did not possess DRAM prior to the 
events alleged in the indictment.94 

The Micron case is also significant 
because federal prosecutors evoked a 
previously unused provision of the 
Economic Espionage Act, and they 
brought a simultaneous civil lawsuit.95 In 
doing so, prosecutors seek to block 
Jinhua from exporting DRAM, alleging it 
relies on technology stolen from Micron. 
As a further blow to Jinhua, the U.S. 
Commerce Department blocked sales of 
U.S. chip-making gear to the Taiwanese 
company, virtually eliminating their abil-
ity to produce semiconductors.96  

Such multipronged tactics are a 
strong signal that the United States is 
taking an aggressive approach when it 
comes to allegations of stolen technolo-
gy, particularly when en route to 
Chinese industry. 

 
           Former Employees Indicted  

After Moving to Competitor 
Prosecutors in the Northern District 

of California brought charges against six 
former employees of the wearable tech-
nology company Jawbone following 
trade secret litigation between Jawbone 
and its competitor Fitbit.97 The indict-
ment alleges that the defendants accept-
ed employment with Fitbit — who was 



not charged or otherwise implicated — 
and stole 14 separate trade secrets after 
they had signed confidentiality agree-
ments with Jawbone. Interestingly, the 
defendants argued that they were not 
alleged to have worked together or even 
have known one another; as a result, the 
district court judge recently granted a 
motion to sever misjoined defendants.98  

Both companies are based in San 
Francisco, indicating the DOJ’s  
relatively new interest in prosecuting 
trade secret theft even when no foreign 
actor is involved. 

 
         B. Engineers Charged  

with Trade Secret  
Theft from Apple  

In the wake of layoffs affecting 190 
employees,99 two Apple employees were 
indicted for “similar (acts of) espi-
onage.”100 Both engineers were members 
of Apple’s self-driving car project, Project 
Titan. On July 12, 2018, Xiaolang Zhang 
was indicted for one count of stealing 
trade secrets101 and on Jan. 31, 2019, 
Jizhong Chen was indicted on one count 
of copying or duplicating trade secrets.102 

Mr. Zhang was indicted after 
allegedly taking photos of a 25-page 
document with detailed drawings of a 
circuit board.103 The alleged theft 
occurred while Mr. Zhang was purport-
edly setting off to work for a Chinese 
startup specializing in electric cars and 
self-driving technology.104 

Apple began investigating Mr. Chen 
after a fellow employee reported seeing 
him take photos of documents. When 
Apple searched his computer, they dis-
covered thousands of files, such as 
“manuals, schematics, and diagrams.”105 
After discovering the documents, Apple 
learned that Mr. Chen had recently 
applied for a position with a Chinese 
competitor of Apple. 

Interestingly, Mr. Zhang’s charges 
involve more deceit than Mr. Chen’s — a 
violation of § 1831, sub§ (a)(1) requires 
the defendant to steal, “carry away,” or 
“conceal.”106 Conversely, a violation of  
§ 1831, sub § (a)(2) merely requires the 
defendant to copy, duplicate, or down-
load without authorization.107  

 
         C. Industrial Espionage 

Alleged in Theft of  
Turbine Technology  

In April 2019, two individuals in the 
Northern District of New York were 
charged with economic espionage and 
conspiring to steal General Electric’s 
trade secrets surrounding turbine tech-
nologies for the alleged purpose of ben-
efiting the People’s Republic of China.108 

The defendants are engineers accused of 
using their access to General Electric’s 
files to steal design models, engineering 
drawings and other material specifica-
tions related to General Electric’s gas 
and steam turbines. Prosecutors assert 
that the defendants took the materials to 
benefit not only two Chinese companies 
that research and develop parts for tur-
bines, but also the Chinese government 
and other state-owned institutions. 

 
        D. Medical Devices 

The case of Wengfeng Lu reveals the 
type of sentence one may face in a mod-
ern trade secrets prosecution. Mr. Lu was 
sentenced to 27 months in federal prison 
in January of this year after he pled guilty 
to six counts of unauthorized possession 
and attempted possession of trade 
secrets.109 Mr. Lu admitted to copying 
documents containing technical infor-
mation and trade secrets from two med-
ical device companies he had worked for 
in Southern California. According to the 
allegations, he then traveled to Taiwan, 
where he was preparing to open a com-
pany that would use the stolen technolo-
gy to manufacture devices that would 
treat vascular problems. He purportedly 
was to receive funding and financial ben-
efits from the Chinese government. 

 
        E. After Sharing Files with  

a Competitor, Former 
Employee Sent to Prison  

In this case, the victim was chemi-
cal company DuPont. Josh Isler was 
sentenced in April 2019 to 42 months 
in prison after entering a guilty plea to 
one count of trade secret misappropri-
ation, as well as one count of lying to 
the FBI.110 The trade secret theft 
occurred after a U.S.-based DuPont 
competitor recruited Mr. Isler with an 
offer of a new car and significantly 
higher salary. After accepting the job, 
Mr. Isler submitted his resignation to 
DuPont, transferred “hundreds of 
DuPont’s electronic files to an external 
media device folder,” and shared those 
documents with the competitor.111  

 

VIII. Conclusion 

Is a corporate development or a 
password-protected document really a 
“trade secret?” Did the defendant know 
the materials were proprietary? Was the 
information obtained for an innocuous 
purpose, with the intent to injure the 
owner? These are questions that must be 
skillfully answered and dissected by 
defense counsel in conjunction with the 
advice of unconflicted expert witnesses. 

The handful of cases described 
here are indicative of the administra-
tion’s determined efforts to coordinate 
various government agencies to com-
bat intellectual property theft and 
firmly crack down on economic and 
industrial espionage, even at the cost 
of a trade war with China. To date, the 
government has sought to vindicate 
the proprietary interests of big  
names such as Coca Cola, T-Mobile, 
Genentech, GlaxoSmithKline, and 
Oracle, among others.  

Thus, it behooves a white collar 
practitioner to be fluent in the lan-
guage of the Economic Espionage Act 
and be on alert that civil trade secret 
litigation could easily lead to criminal 
charges. As described in this article, 
companies will play nice with the fed-
eral government in this context, doing 
the legwork of costly investigations on 
behalf of law enforcement.  

To boot, the DOJ reports employing 
more than “270 specially trained federal 
prosecutors who make up the 
Department’s Computer Hacking and 
Intellectual Property Network.”112 
Accordingly, one should expect tailored 
and well-investigated cases by prosecu-
tors unafraid to delve into highly techni-
cal and complex materials. In response, 
defense attorneys should be prepared to 
wield their legal sophistication and tech-
nological muscle in the face of compa-
nies seeking to squash competition … 
with government agents on their heels. 

© 2019, National Association of 
Criminal Defense Lawyers. All rights 
reserved. 
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